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Abstract—Biometric-based authentication has come into
recent prevalence in competition to traditional password- and/or
token-based authentication in many applications, both for user
convenience and the stability/uniqueness of biometric traits.
However, biometric template data, uniquely linking to a user’s
identity, are considered to be sensitive information. Therefore, it
should be secured to prevent privacy leakage. In this paper, we
propose a homomorphic  encryption-based  fingerprint
authentication system to provide access control, while protecting
sensitive biometric template data. Using homomorphic encryption,
matching of biometric data can be performed in the encrypted
domain, increasing the difficulty for attackers to obtain the
original biometric template without knowing the private key.
Moreover, the trade-off between the computational overload and
authentication accuracy is studied and experimentally verified on
a publicly available fingerprint database, F\VC2002 DB2.

Keywords—Fingerprint authentication, template protection,
homomorphic encryption, biometrics.

I. INTRODUCTION

Nowadays, biometric authentication systems, which use
biometric traits, e.g., fingerprint, face and iris, have been
widely deployed in numerous areas such as consumer
devices, business, law enforcement and eHealth [1].
Compared to traditional authentication methods based on
passwords or tokens, which can be forgotten or lost, the use
of biometrics can prevent these from happening. However,
while there are benefits to the use of biometrics, biometric
templates as well as the user privacy of biometrics should be
protected [2]. The exposure of biometric template data could
leak a user’s critical or sensitive information such as the
identity of the user. In addition, biometric data are
unchangeable. Once acquired by the attacker, they are
compromised forever.

Existing biometric template protection schemes can be
broadly divided into three major categories, namely,
cancelable biometrics, biometric cryptosystems and
homomorphic encryption [3]. Specifically, in cancelable
biometrics, the original biometric template can be
transformed into another version using a non-invertible
transformation function depending on the transformation
parameter, also called a key. In cancelable biometrics, the
design of non-invertible transformation function plays a main
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role in striking a good trade-off between security and
recognition performance [4, 5]. In biometric cryptosystems,
a secret key is either bound with the biometric feature data
[6] or directly generated from the biometric feature data [7].
The third category, homomorphic encryption, was first
applied to biometrics in [8]. One benefit of using a
homomorphic  encryption  technique, e.g., Paillier
homomorphic encryption, in biometrics is that it allows
biometric matching to be performed on the encrypted
biometric data without degrading recognition accuracy.

All biometric template protection designs are expected to
maintain recognition accuracy whilst meeting the following
three main requirements [9].

(1) Renewability. Once it is found that the protected
biometric templates and transformation parameters are
leaked, new biometric templates can be re-issued by
changing the transformation parameters. The new
templates should be different from the old ones, even
if they are generated from the same original one.

(2) Irreversibility. If the protected templates are obtained
by the attacker, the attacker should not be able to
reverse the protected templates to acquire the original
template.

(3) Unlinkability. If multiple protected templates are
transformed from the same original template, the
attacker is incapable of discovering the linkage
between these multiple protected templates.

In this paper, we propose a homomorphic encryption-
based scheme to provide biometric template protection for a
fingerprint authentication system. An overview of the
proposed homomorphic  encryption-based  fingerprint
authentication system is illustrated in Fig. 1. Specifically, the
proposed system includes two stages, namely, enrollment and
authentication. In the enrollment stage, a user registers his/her
fingerprint at the client server (CS), in which a feature vector
is extracted from the fingerprint image and encrypted using
homomorphic encryption. The encrypted feature vector
together with the user ID is sent to the database server (DS)
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Figure 1. The overview of the proposed homomorphic encryption-based fingerprint authentication system.

and stored as a template. In the authentication stage, a query
feature vector is extracted in the same way as the template
feature vector at the client server (CS). This query feature
vector, together with the user ID, is sent to the authentication
server (AS). Using the user ID, the authentication server (AS)
can retrieve the corresponding template feature vector from
database server (DS) and calculate a Hamming weight
(encrypted version) between the query and encrypted
template feature vectors. Then, the encrypted Hamming
weight is sent back to client server (CS), in which the
encrypted Hamming weight is decrypted and treated as an
input for calculating the similarity score. Based on the
similarity score, a match or non-match report is given. Some
major steps of the proposed system are detailed in Section I11.
The rest of this paper is organized as follows. Related work
of existing biometric template protection methods is
presented in Section Il. The proposed system is detailed in
Section Ill. In Section 1V, some experimental results are
discussed. Finally, the conclusion is provided in Section V.

Il. RELATED WORK

In this section, some representative approaches of the three
major categories of existing biometric template protection
schemes are described.

A. Cancelable Biometrics

The generation of a cancelable biometric template usually
depends on the design of a transformation function, which is
expected to be computationally difficult in recovering the
original biometric template. For example, Ratha et al. [10]
proposed several transformation methods, e.g., Cartesian,
polar, or surface folding transformation, to generate
cancelable fingerprint templates. Tulyakov et al. [11] used
symmetric hash functions to secure the local structure, e.g.,
triplet, composed by minutiae from a fingerprint image. As the
encryption operation is performed on the local structure, the
proposed scheme does not require pre-alignment between the
template and query fingerprint images. Kho et al. [5] proposed
a cancelable fingerprint template by applying a non-invertible
transformation function, called Permutated Randomized Non-

Negative Least Square (PR-NNLS) to a partial local structure-
based minutiae descriptor. In the proposed scheme, the
transformation is implemented on a generated dictionary
rather than the biometric features, therefore, the performance
degradation is not an issue in the proposed scheme.

B. Biometric Cryptosystems

In biometric cryptosystems, a secret key is either bound to
or directly generated from the biometric feature vectors. Most
existing biometric cryptosystems are based on two classic
cryptographic preliminaries, called fuzzy commitment [12]
and fuzzy vault [13]. Fuzzy commitment is applied to handle
the Hamming distance, while the fuzzy vault is used to deal
with the set difference, between the biometric template and
query feature vectors. Many variants of fuzzy commitment
and fuzzy vault schemes have been proposed to secure
biometric templates. For instance, Sandhya et al. [14] applied
fuzzy commitment to the binary representation of Delaunay
neighbor structures extracted from a fingerprint minutiae set.
The proposed scheme takes the benefit of stability of
Delaunay neighbor structure under biometric uncertainty.
Tams et al. [15] proposed an improved fuzzy vault scheme by
implementing fused alignment-free features to thwart the
correlation attack and possible information leakage caused by
auxiliary alignment data. Li and Hu [6] proposed a pair-polar
structure-based fuzzy vault scheme. Benefiting from the fine
quantization of the pair-polar structure, discriminative
information can be retained. Moreover, the correlation attack
can be eliminated by transforming the template to different
versions in different applications.

C. Homomorphic Encryption

One major benefit of using homomorphic encryption in
biometric authentication is that it enables the matching of
biometric data in the format of ciphertexts and the generated
matching result is the same as the result calculated by using
the biometric data in the format of plaintexts. In this way,
confidentiality can be preserved. Several biometric
authentication schemes with homomorphic encryption for
template protection can be found in the literature. For
example, Yasuda et al. [16] proposed an ideal lattice based
homomorphic encryption approach to achieve fast



calculation of hamming distance between the template and
query biometric feature vectors. Experimental results show
that the proposed scheme is significantly faster than many
existing methods. Penn et al. [17] exploited Paillier
cryptosystem to encrypt messages rather than one bit at a time
so as to enhance computational efficiency. The proposed
scheme is applied to the iris feature data to evaluate its
performance. Morampudi et al. [18] proposed an iris-based
biometric authentication system applying full homomorphic
encryption to securing the confidentiality of the iris template.
To reduce the computational time of encryption and
decryption, a batching scheme is used. A related use of
homomorphic encryption involves Proof of Retrievability
(PoR), where a user can check the integrity of his/her
encrypted biometric template(s) and confirm that the
templates are both stored accurately and can be completely
retrieved. A PoR scheme was implemented by Liu and Zic
[19] which is able to prove the retrievability of
homomorphically encrypted data by generating probabilistic
and homomorphic message authenticators.

Figure 2. An example of the features defined on the minutiae-pair Vij
(adapted from [20]).

I11. PROPOSED METHOD

Security and privacy concerns arise over unprotected
biometric authentication systems, particularly the privacy of
biometric templates stored in the databases. Protection should
be provided to biometric templates to prevent the private
information of users from being revealed, even if they are
acquired by the attacker. The proposed homomorphic
encryption-based fingerprint authentication system can
achieve this goal. There are three major steps of the proposed
system, namely, fingerprint feature extraction, homomorphic

encryption-based fingerprint data protection, and encrypted
matching, as detailed below.

A. Fingerprint Feature Extraction

Feature extraction is the first step of the proposed
fingerprint authentication system. From the fingerprint image
acquired by client server (CS), a set of minutiae
M ={m,,...,m } can be extracted from it and each minutia of
M can be represented as m, ={x,,V,,6,t}, where (x,V;) is
the location of the minutia in the fingerprint image under the
Cartesian coordinate system. 6, and t, are the orientation
and minutia type, respectively. Feature data extracted from
single minutiae for matching can be negatively affected by
biometric uncertainty, e.g., image rotation and distortion,
which can lead to low recognition performance. To mitigate
the negative effect of biometric uncertainty, several stable
local structure-based features, such as Minutia Cylinder Code
[21], minutiae-pair [22] [20], Delaunay triangulation [23], N-
nearest minutiae structure [24], have been proposed in
existing research. By balancing the performance and the
complexity of applying these local structure-based features,
we adopted the minutiae-pair [22] [20] in the proposed
method.

Specifically, each minutiae-pair v; is composed of two

minutiae, m ={x,y,,6,t} and m; ={x;,y;,6,,t;}. Similar
to definitions in [20], three types of features are defined:
(8] Iij , the edge length between minutiae m, and m; .

(2) o; and «a;, the angle value between the edge I; and
the orientation of minutia m; and m; in the direction of

counter-clockwise, respectively.
(3) t; and t;, the minutiae type, which is represented by 0

orl.
Each minutiae-pair can be represented by three types of
features as V; = (I;, ¢, ;) demonstrated in Figure 2. These

real-valued feature representations (l;,c;, ;) are further

ij?
quantized into binary-valued feature representations in the
length of n,, n, and n,; , respectively, with empirically
selected quantization stepsizes for them. In this way, a short
binary-valued feature vector 4; of length n, =n, +n,+n,;

+2 is generated for each minutiae-pair vector Vv, . This short

feature vector 4;
feature vectors from the minutiae-pairs is further converted
to ‘1’s as elements of a longer binary-valued feature vector
A of length n, in a similar way to that of [20].

As introduced in the next section, the homomorphic
encryption will be applied to the binary-valued template
feature vector bit-by-bit and the encryption is a time-
consuming process. A long length of n, of binary-valued
vector A slows the encryption process. To address this issue,
we employ a method similar to bio-hashing [25]. Specifically,
the binary-valued vector A of size 1xn, is further processed

together with all other resulted short

by convolving it with a real-valued matrix m of size n, xn,,



exprressed as Axm . The resulted vector is of size 1xn, and

each element of the resulted matrix is set to ‘1 if it is larger
than zero; otherwise, it is set to ‘0’. By this means, a binary-

valued vector b={b[1],...,b[i],...,b[n, 1}, of length n, (

n, < n, ) is generated. Although the shorter length n, could

cause lower authentication accuracy as less information is
kept, it leads to less computational load in the encryption
process. This is a trade-off between accuracy and
computational time, which will be analyzed and compared in
Section 1V.

B. Homomorphic Data

Protection
Homomorphic encryption is a special case of asymmetric

cryptosystems. Similar to asymmetric systems, in
homomorphic encryption, there is a public key that is used

for encryption and a private key for decryption. Let E , and

Encryption-based  Fingerprint

D, be the encryption and decryption functions with public

key pub and private key pri. Given a plaintext x, its encrypted
cyphertext is represented as x*=E_, (X,S) , where s is a

random number. E_, (<) isaone-way function, therefore, the

attacker is unable to extract useful information about the
plaintext x with the encrypted value x* and public key pub.
The attacker can only obtain the plaintext x, with the private
key pri by decrypting the ciphertext x* as x =D, (x*) [26].

In homomorphic encryption schemes, specific algebraic
operations, such as additive or multiplicative operations,
performed on a plaintext are equivalent to the algebraic
operations performed on the ciphertext. In the proposed
method, the Paillier cryptosystem, one of the most commonly
used homomorphic encryption schemes, is used to achieve
these algebraic operations on encrypted biometric data. There
are two properties of the Paillier cryptosystem [27] as
described below.

Property One: The product of two cyphertexts, X, and X,

can be decrypted to the sum of their corresponding plaintexts,
D, (X - X; modn?) = x, +x, modn )

Property Two: An encrypted plaintext with another
plaintext being its exponent is decrypted to the product of the
two plaintexts,

Dpri ((X;)XZ mod nZ) =X-X modn (2)

In the enrollment stage, given a binary-valued template
feature vector b={b[1],...,b[i],...b[n, ]}, , each element
b[i] is encrypted by the Paillier encryption function with the
public key pub, bit-by-bit, resulting in an encrypted version
E(b) ={E(b1]),..., E(BIi]),....E(b[n, D)}, . The encrypted
template vector E(b) is sentand stored in the database server

(DS) as a template and will be retrieved for verification
purposes in the authentication stage.

C. Encrypted Matching

In the authentication stage, a query vector b? is extracted

in the same way as the extraction of the template vector b’
from a query fingerprint image at the client server (CS). The

query vector b® together with its user ID is sent to the
authentication server (AS), where it is matched with the

encrypted template vector E(b") that is retrieved from the

database server (DS) using the user ID. Here, Q represents
the Query and T represents the Template.
Hamming distance (HD) is a metric to measure the

difference between encrypted template vectors E(b") and the
query b?. Hamming distance (HD) can be easily computed
by Equation (4) with Hamming weight h as input. The
Hamming weight h between E(b") and b€ can be calculated
by performing xor operation as b =E(b")®b® and
counting the ‘1’ bits (summing the values of all the elements)
in vector b". The xor operation of each corresponding
element of E(b") and b€ can be expressed as [17],

b'[i]=E(b" [i) ®b°[i1= E(b"[i]) + b°[i]- 2E(b" [(NbC[i] (3)

where i=1,.,n,. Note that the xor operation between an
encrypted value E(b'[i]) and an unencrypted value b[i]°
still results in an encrypted vector b'[i].

After obtaining the encrypted Hamming weight E(h), the
authentication server (AS) sends E(h) back to the client
server (CS). E(h) is then decrypted using the user’s private
key pri as h= D, (E(h)) and treated as the input of Equation
(4) to calculate the similarity score S, between the query
feature vector and template feature vector as

Supe =1-— %b ()

If the similarity score S_, is equal or larger than the
threshold Sy, .0 » then the authentication is success and a
match report is given, and vice versa

IV. EXPERIMENTAL RESULTS

In this section, the authentication performance of the
proposed system is evaluated over a public fingerprint
database FVC2002 DB2 [28]. This fingerprint database
contains 800 fingerprint images collected from 100 fingers
and each finger contributes 8 images. The size of each image
is 296>660 pixels. The commercial software Verifinger SKD
[29] is used for minutiae extraction in the experiment. The
1VS1 matching protocol used in [5] is also utilized in the
experiment. Specifically, in 1VS1 matching protocol, the 1%
fingerprint image is compared with the 2" fingerprint image
of the same finger as a genuine comparison. The 1%
fingerprint image of each finger is compared with the 1%



fingerprint image of remaining fingers as imposter
comparison. To avoid duplicate comparison, if a fingerprint
image a is selected as the template and compared with image
b, then image a is not compared with image b again when
image b is selected as the template. In this way, there are a
total of 100 genuine comparisons and 4950 (=100>99/2)
imposter comparisons in our experiment to calculate the false
acceptance rate (FAR), false rejection rate (FRR) and equal
error rate (EER) [30], which are commonly used performance
indices in biometric research. The implementation of the
homomorphic encryption function is based on the freely
available Python Paillier [31]. The experiment is conducted
on a desktop with AMD processor AMD FX-8370 Eight-
Core Processor 4.01GHz, RAM of 24GB.

In the proposed system, the encryption is performed bit-
by-bit to the template feature vector

b ={bf1],...,bfi],...,b[n, I}, . A larger value n, means more

information is preserved and may lead to better authentication
accuracy. However, the homomorphic encryption and
decryption are the most time-consuming operations of the
whole authentication procedure. Therefore, a larger value n,
means longer computational time. The effects of different
parameter settings of n, on the system performance in terms
of authentication accuracy and the computational time are
explored in the following.

The receiver operating characteristic (ROC) curves in
terms of FAR, FRR, and EER of the proposed system under
different parameter settings, n, = 300 and n, = 600, are
illustrated in Figure 3 and Figure 4, respectively. It can be
seen that with the parameter setting n, = 600, the
authentication accuracy (EER=8.25%) of the system is better
than that (EER=13.94%) when the parameter setting is n, =

300.
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Figure 3. The ROC curve of the proposed system when the feature length
n, =300.

Moreover, the computational time of the proposed system
is demonstrated in Table I. It takes about 1.7 seconds to
generate the public key pub and private key pri. Both keys
are stored on the client server (CS). In the enrollment stage,

the binary-valued feature vector b’ as a template is

encrypted with the generated public key pub and stores the
encrypted template feature vector E(b') in the database

server (DS). It can be seen that the encryption takes about
248376 milliseconds (ms) with n, = 600, while it takes about

123537 milliseconds (ms) with n, = 300.
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Figure 4. The ROC curve of the proposed system when the feature length
n, =600.

In the authentication stage, the query feature vector b® is
xor-ed with the encrypted template feature vector E(b") and
the encrypted Hamming weight E(h) is calculated at the
authentication server (AS). E(h) is then sent back to the
client server (CS), where it is decrypted and treated as an
input to calculate the similarity score S, between the
template and query feature vectors. The process of
calculating the Hamming weight E(h) and similarity score
S takes about 3.0 seconds. It can be seen that the

authentication process is much faster than the enroliment
process. This is because the encryption operation is carried
out n, times as the encryption of the feature vector is bit-by-
bit, while in the authentication process, the decryption
operation is only performed once on the encrypted Hamming
weight E(h) .

TABLE I. THE TIME PERFORMANCE IN DIFFERENT
OPERATIONS OF THE PROPOSED SYSTEM

Operations Time

Enrollment - Key generation ~ 1681 ms (1.7 seconds)

Enrollment - Encryption (N,
=300)

Enrollment - Encryption (1,
= 600)

Authentication - Hamming

weight and similarity score
calculation

~ 123537 ms (2.1 minutes)

~ 248376 ms (4.2 minutes)

~ 3028 ms (3.0 seconds)




V. CONCLUSION

In this paper, we implemented a cryptographic technique,
called homomorphic encryption, to secure the template data
of fingerprint authentication systems. By using homomorphic
encryption, biometric matching can be performed in the
format of ciphertexts and achieve the same result as the
matching with plaintext. The trade-off between the
computational time and authentication accuracy is studied in
this paper. From the experimental results, it can be seen that
the encryption with homomorphic encryption is time-
consuming. Efficient homomorphic encryption algorithms
should be explored as future work to reduce the
computational time, so as to accelerate the deployment of
biometric authentication using homomorphic encryption in
some real-applications such as mobile health (mHealth) [32,
33].
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